Setup SAML with Okta

This slide deck presents a step-by-step guide on how to configure SAML as Single
Sign-On method in n8n using Okta as SSO provider.

Including (from slide 13);

e instance role provisioning from Okta
e project role provisioning from Okta

Use this slidedeck in conjunction with our docs:

https://docs.n8n.io/user-management/saml/setup/



https://docs.n8n.io/user-management/saml/setup/
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Set Metadata URL In n8n
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Enable Single Sign On
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Automatic connection test before enabling
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Single Sign-On with SAML should now work &2 oo{ n8n

Next chapter:
Configuring instance role and project role provisioning via SAML
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018 00 Workday with profile management
01 ey 1 : :
98 Applications o SR, enabled, will manage user profiles
01100111 when they are members of a group.
o ldentity Gavarnance a No applications assigned to this group Use Assign People to add people to
Use Assign applications to assign apps to this group this group. Use Assign applications to
INTEGRATOR FREE PLAN do the equivalent for applications.

9 of 10 Active users How do | edit the group name and

description?

Updated Nov 11, 2025, 1:26:11 PM
Hover your mouse over the group
Contact us name or description to edit them

inline.
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Assign your App to the Group

&

n8n-integrator-78938593 - ;

O
-0

Single Sign On - n8n

n8n-integrator-7938593 - G© X

integrator-7938593-admin.okta.com/admin/group/00gxc6r6laJWO0djlJ697#tab-apps

Assign Applications to n8n SAML demo

Search...

Okta Admin Console

Okta Access Certification Reviews

Okta Workflows

Okta Workflows OAuth

n8n OIDC

n8n SAML

n8n OIDC demo

n8n SAML demo

n8n-integrator-7938593 -

e
Assign

Meee—
"/
Assign
e
e 3
Assign
Assign
&
Assign
N
Assign

F N

Assign

Nomsssnnmm—

Assigr

X

W

Set up SAML | n8n Docs

Q V O

4

3

X  +

P
5 Work

New Chrome available :

oo{ n8n



Assign your App to the Group 0o{2 n8n

& n8n-integrator-7938593 -, X Workflows - n8n n8n-integrator-7938593 - G' X n8n-integrator-7938593 - p Set up SAML | n8n Docs X o

c ° integrator-7938593-admin.okta.com/admin/group/00gxc6r6laJWO0djlJ697#tab-apps kg Q V I} &, & work New Chrome available :

Assign Applications to n8n SAML demo

Attributes set below will apply to all users in this group. Personal attributes
are set by mappings.Go to mappings

n8n_instance_role global:member

OReset

n8n_projects WZaq5DRxaf901:admin X |

: . _ Add Another
<project-id>:<project-role>

You can get the project-id OReset
from the URL when viewing a project

Save and Go Back Cancel and Go Back




App assigned to Group 0o{2 n8n

n8n-integrator-7938593 -, X Workflows - n8n n8n-integrator-7938593 - ( X n8n-integrator-7938593 - Set up SAML | n8n Docs X +

C 25 integrator-7938593-admin.okta.com/admin/group/00gxc6r6laJW0djlJ697#tab-apps W Q V I} ¥ & work New Chrome available :

—

Assign Applications to n8n SAML demo

Okta Admin Console

Okta Access Certification Reviews

Okta Workflows

Okta Workflows OAuth

n8n OIDC

n8n SAML

n8n OIDC demo

n8n SAML demo




Add People to Group

n8n-integrator-7838593 -, X

[« 10

$%  okta

@ Admin Console
" (A Dashboard v
[8 Directory A
5
[
People
Groups
Devices

Profile Editor

Directory Integrations

Profile Sources

& Customizations v
86 Applications v
0‘6 ldantitv Gnvarnancae v

INTEGRATOR FREE PLAN
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Updated Nov 11, 2025, 1:27:22 PM

Contact us

Workflows - n8n

25 integrator-7938593-admin.okta.com/admin/group/00gxc6r6laJWO0djlJ697#tab-users

n8n-integrator-7938593 - C

n8n-integrator-7938593 - i X Set up SAML | n8n Docs

Y7 Q Vv 3 S, New Chrome available :

l Q

® 3 Konstantin Tieber
o8 n8n-integrator-7938593

< < Back to Groups

O n8n SAML demo

Created: 11/11/2025

People Applications

s

People

Advanced search v

Person & username

https://integrator-7938593-admin.okta.com/admin/group/00gxc6rélaJW0djlJ697#

Last modified: 11/11/2025 View logs

Directories Admin roles

‘ Q I Assign peo*s le
Showing 0 of 0 ©@
Status
01101110
01101111
01 2l 00
Ol O1®00
01 "9 N1
01101110
01100111

There are no members in this group

‘ Actions v J

\

h8n



Add People to Group n8n

n8n-integrator-7938593 - A: X +

O

25 integrator-7938593-admin.okta.com/admin/group/00gxc6rélaJW0djlJ697/members

Ry iy - ; ' oo  Konstantin Tieber
-.,"% 0kta | Q Sear Ry S G TGRS | @ S nf;:ina;gl:at;—jg38593
= Admin Console < <
Assign people to n8n SAML demo
N () Dashboard v

[® Directory A L Q
iz}

More actions v J

. Advanced search v
People
Groups Showing 9
) Person & username Status
Devices
Marie Curie Active 4
Directory Integrations Mary Shelley Active e
mary@n8n.io @
Profile Sources
#® Customizations v
88 Applications v

»> INTEGRATOR FREE PLAN

Active user limit reached.
10 of 10 Active users
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Add People to Group oo{? n8n

n8n-integrator-7938593 - A: X ~+

2% integrator-7938593-admin.okta.com/admin/group/00gxc6r6laJWO0djlJ697/members

M vl maRnle SmRe SR . | oo  Konstantin Tieber v
TS 0kta | Q ‘ 4 SR @ &8 n8n-integrator-7938593
= Admin Console <

M P P S mOwm CARNAl AdAavan
Successfully added Mary Shelley
N (A Dashboard v
[® Directory ~ || Q More actions v ]
i) \ J
. Advanced search v
People
Groups Showing 9
) Person & username Status
Devices
Marie Curie Active 4
Profile Editor marie@n8n.io
Directory |ntegrations Mary Shelley Active c ASSigned
mary@n8n.io Remove

Profile Sources

= Customizations v
88 Applications v

» INTEGRATOR FREE PLAN
Active user limit reached.

10 of 10 Active users
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People In Group overview

n8n-integrator-7938593 - C

O

X

25 Iintegrator-7938593-admin.okta.com/admin/group/00gxc6rélaJWO0djlJ697

oo{ n8n

okta

Admin Console

(A Dashboard

[ Directory
People
Groups
Devices
Profile Editor
Directory Integrations

Profile Sources

i)

Customizations

88 Applications

@ INTEGRATOR FREE PLAN

Active user limit reached.

10 of 10 Active users

Updated Nov 26, 2025, 3:44:50 AM

Konstantin Tieber w
n8n-integrator-7938593

¢ Back to Groups

O n8n SAML demo

Created: 11/11/2025

People Applications

People

Advanced search v

Person & username

Mary Shelley
mary@n8n.io

{ Actions v ]

Last modified: 11/11/2025 View logs

Directories Admin roles

ves ¥ Assign people

Showing 1of 1 @
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Enable User Role Provisioning in n8n

Single Sign On - n8n[DEV] -+

kOnst1.app.n8n.cloud/settings/sso

& Settiige Single Sign On

. Usage and plan
P I
® Persona Select Authentication Protocol
R Users
SAML
¢ n8n API
External Secrets .
Redirect URL

& Environments
http://k@nstl.app.n8n.cloud/rest/sso/saml/acs
5 SSO
Copy the Redirect URL to configure your SAML provider
s LDAP
<) Log Streaming Entity ID

@ Community nodes http://k@nstl.app.n8n.cloud/rest/sso/saml/metadata

»= Migration Report Copy the Entity ID URL to configure your SAML provider

% MCP Access
Identity Provider Settings

Metadata URL XML

https://integrator-7938593.okta.com/app/exkxcémtbrtrg7Y7T697/sso/saml/metadata

Paste here the ldentity Provider Metadata URL

User role provisioning

Managed in n8n ]

[ W OSSR NEE (WU PN SR [ Rnyte) P T QSIS T Y o WSO i DS -

Managed in n8n

Instance role

Instance and project roles Q}p

Test settings

() Activate SAML or OIDC to enable passwordless login via your existing user management tool and enhance security through unified authentication. Learn how ic

h8n



Enable User Role Provisioning in n8n 0o{2 n8n

Single Sign On - n8n[DEV] +

kOnst1.app.n8n.cloud/settings/sso

Enable user role provisioning

Your SSO provider will control all user and project roles in n8n. Roles not assigned by your
SSO provider will default to global:member.

Link to docs

Before enabling: Download and review your current access settings below to ensure your
SSO provider is configured correctly.

e Existing instance role settings csv %

o EXisting project access settings csv

| have downloaded and reviewed the CSV export. My SSO provider is correctly
configured to control user roles on this n8n instance.




Migrate your SSO instance and project access attributes 0o{2 n8n

Single Sign On - n8n[DEV] +

kOnst1.app.n8n.cloud/settings/sso

Enable user role provisioning email instance_role

Your SSO provider will control all user and project roles in n8n. Roles not assigned by your
SSO provider will default to global:member.

samantha@n8n.io global:admin

owner@company.com global:owner

Link to docs

Before enabling: Download and review your current access settings e
SSO provider is configured correctly.

Ow to ensure your

» Existing instance role settings csv v

o EXisting project access settings csv v

| have downloaded and reviewed the CSV export. My SSO provieegis correctly

configured to control user roles on this n8n instance. email project_displayname project_id project_role
samantha@n8n.io Operations Drx2XyMmZZ274Af8 viewer
samantha@n8n.io Engineering ZF5Votn4CRJeolLe admin
owner@company.com Operations ZF5Votn4CRJeolLe admin

owner@company.com Drx2XyMmZZ274Af8 admin

Engineering



Enable User Role Provisioning in n8n 0o{2 n8n

Single Sign On - n8n[DEV] +

kOnst1l.app.n8n.cloud/settings/sso

Enable user role provisioning

Your SSO provider will control all user and project roles in n8n. Roles not assigned by your
SSO provider will default to global:member.

Link to docs

Before enabling: Download and review your current access settings below to ensure your
SSO provider is configured correctly.

» Existing instance role settings csv v

» Existing project access settings csv v

%EI have downloaded and reviewed the CSV export. My SSO provider is correctly
configured to control user roles on this n8n instance.

Cancel ‘ Save and er"ﬁgle
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Done



