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Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.
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Slngle Slg N On S 0kta Q : . | @ 0% n8n-integrator-7938593
() Activate SAML or OIDC to enable passwordless login via your existing user management tool and enhance sf
= < mme -
@  Admin Console :2Create SAML Integration
Select Authentication Protocol
(A Dashboard v
SAML * e Configure SAML
[ Directory v
Redirect URL B
| =
=g . .
http://k@nstl.app.n8n.cloud/rest/sso/saml/acs —— & Customizations &
A  SAML Settings
Copy the Redirect URL to configure your SAML provider S8 _sonlications R What does this form do?
General This form generates the XML needed
Entity ID N
y ] Applications for the app's SAML request.
http://k@nstl.app.n8n.cloud/rest/sso/saml/metadata — Single sign-on URL @ — https://kOnstl.app.n8n.cloud/rest/sso/saml/acs
Self Service : — e — Where do | find the info this form
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Identity Provider Settings Audience URI (SP EmMtity+5—@_ e app yohite toying 1o htegrate with

—pp https://kOnstl.app.n8n.cloud/rest/sso/saml/metadata shatid havs s s docirmeriationsas
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. o® Identity Governance v : : s
e.g. https://samitest.id/saml/idp _ _ information you need to specify in this
If no value is set, a blank RelayState is sent f
orm.
Paste here the ldentity Provider Metadata URL O Security v
o Name ID format @ Unspecified ;
User role provisioning A smiaga)es
Managed in n8n o
Application username
» INTEGRATOR FREE PLAN PP o Okta username v
Manage instance and project roles from your SSO provider. Link fo docs
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(A Dashboard v o
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5 ) 2
= Update application username on Create and update .
= Customizations v
88 Applications A Show Advanced Settings
Applications
Salf Sariica Attribute Statements (optional) LEARN MORE
API Service Integrations Name Name format Value
(optional)
Your OIN Integrations .
g Unspecified ~ v
o® Identity Governance v
[ Add Another 1
O Security v %
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n8n
n8n Docs +: Chat with the docs Q, Search ¥

lapps/saml-wizard/create

Using n8n

Generic IdP setup Sea

Manage users

Accounttypes The steps to configure the IdP vary depending on your chosen IdP. These are some common setup tasks:

Role-based access >
control  Create an app for n8n in your IdP. Attribute Statements (optional) LEARN MORE
BESt practices e Map n8n attributes to IdP attributes:
2FA Name Name format Value
(optional)

LDAP Name Name format Value (IdP side)
oIDC > http://schemas.xm | URI Reference user.email
SAML v http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress URI Reference User emalil

Set up SAML http://schemas.xm | URI Reference user.firstName

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/firstname URI Reference User First Name

Okta Workforce Identity
SAML setup

Manage users with SAML http://schemas.xmlsoap.org/ws/2005/05/identity/claims/lastname URI Reference User Last Name http://schemas.xm URI Reference ~ user.lastName v
Troubleshooting
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn URI Reference User Email
Keyboard shortcuts http://schemas.xm = URI| Reference ~ user.email v
Key concepts [ Add Another
Flow logic > '
— ,  Setup resources for common IdPs
Glossary D : : : ;
ocumentation links for common IdPs. Group Attribute Statements (optional)
n8n Cloud IdP Documentation Name Name format Filter
Overview (optional)
‘ g e R A AuthQ Configure AuthO as SAML Identity Provider: Manually configure SSO integrations Unspecified Starts with  ~
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Self Service
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Your OIN Integrations B  Preview the SAML assertion generated from the information above
o® Identity Governance v
<> Preview the SAML Assertion
0 Security v
N8 s 1o e

This shows you the XML that will be used in the assertion - use it to verify the info you entered

above
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p— Admin Console — Afiaure SAN ) Feedback
" (A Dashboard v
[8 Directory v , _ o
a 3  Help Okta Support understand how you configured this application
B - Why are you asking me this?
& Customizations v

. . . . . This form provides Okta Support with
The optional questions below assist Okta Support in understanding your app

i o useful background information about
38 Applications % integration. 2
your app. Thank you for your help—we
Applications - ' appreciate it.
App type @ This is an internal app that we have created
Self Service
Contact app vendor It's required to contact the vendor to enable SAML
API Service Integrations
Your OIN Integrations Which app pages did you consult to configure SAML?
. Enter links, describe where the pages are, or anything else you think is helpful
o® Identity Governance v Pag b 32 B
/4
O Security v

Did you find SAML docs for this app?
Enter any links here
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LActive v} View Logs Monitor Imports

s s Applications
Saifbarvicn General Sign On Import Assignments
API Service Integrations About
. Edit
Your OIN Integrations Settlngs SAML 2.0 streamlines the end user
experience by not requiring the user
o Identity Governance X Sign on methods to know their credentials. Users
cannot edit their credentials when
U security v The sign-on method determines how a user signs into and manages their credentials for an SAML 2.0 is configured for this

application. Some sign-on methods require additional configuration in the 39 party application. application. Additional configuration in

B Workflow y the 3rd party application may be

Application username is determined by the user profile mapping. Configure profile mapping required to complete the integration

dl Reports v with Okta.
SAML 2.0
@ Settings - Application Username
Choose a format to use as the default
Bl username value when assigning the
INTEGRATOR FREE PLAN application to users.
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kOnst1.app.n8n.cloud/settings/sso

< Settings

Single Sign On

. Usage and plan

() Activate SAML or OIDC to enable passwordless login via your existing user management tool and enhance security through unified authentication. Learn how to configure SAML or OIDC
® Personal
R Users Select Authentication Protocol
O n8n API SAML
External Secrets
L9 Environments Redirect URL
S SSO http://k@nstl.app.n8n.cloud/rest/sso/saml/acs
696 LDAP Copy the Redirect URL to configure your SAML provider
<) Log Streaming
Entity ID

@ Community nodes

R A http://k@nstl.app.n8n.cloud/rest/sso/saml/metadata
= Migration Report

Copy the Entity ID URL to configure your SAML provider
% MCP Access i i SUIE YOURSAMLP

sion 1121.0 Identity Provider Settings S3DVWH OHWDGDWD 85/

Metadata URL XML x

https://integrator-7938593.okta.com/app/exkxcémtbrtrg7Y7T697/sso/saml/metadata

Paste here the Identity Provider Metadata URL

User role provisioning

Managed in n8n

Manage instance and project roles from your SSO provider. Link to

Enable Single Sign On

Test settings
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kOnst1l.app.n8n.cloud/settings/sso

< Settings

Single Sign On

. Usage and plan

® Personal
R Users Select Authentication Protocol

External Secrets

&9 Environments Redirect URL

0
ra S50 http://k@nstl.app.n8n.cloud/rest/sso/saml/acs

s LDAP

Copy the Redirect URL to configure your SAML provider

<) Log Streaming

@ Community nodes Entity 1D
Y= Migration Report http://k@nstl.app.ndn.cloud/rest/sso/saml/metadata
@ MCP Access Copy the Entity ID URL to configure your SAML provider

Identity Provider Settings

Metadata URL XML

https://integrator-7938593.0kta.com/app/exkxcémtbrtrg7Y7T697/sso/saml/metadata

Paste here the Identity Provider Metadata URL

User role provisioning

Managed in n8n

Manage instance and project roles from your SSO provider. Lil

%PEnable Single Sign On

Save settin

Test settings

o

SAML or OIDC.

() Activate SAML or OIDC to enable passwordless login via your existing user management tool and enhance security through unified authentication. Learn how to configure
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You are about to activate SSO via SAML. Test your SAML Was the connection test successful? Confirm to activate
SSO settings first before proceeding. SSO via SAML.
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" (A Dashboard v
Name Name format Value
) [8 Directory g (optional)
i
= Customizations v http://schemas.xm = URI Reference ~ user.email v
oo . -
Applications A .
a0, R http://schemas.xm = URI Reference ~ user.firstName v
Applications
http://schemas.xm URI Reference ~ user.lastName v
Self Service
API Service Integrations http://schemas.xm = URI Reference user.email v

Your OIN Integrations

—P n8n_instance_role Basic v appuser.n8n_instance_role v
o® Identity Governance v
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NG ‘sus o e \
[ Add Another J
INTEGRATOR FREE PLAN
9 of 10 Active users
Group Attribute Statements (optional)
Updated Nov 11, 2025, 1:14:46 PM
Name Name format Filter
Contact us (optional)
Unspecified ~ Starts with

S ——————————————————



Gq,-q,e"ge’Z ,/ B-q"

n8n-integrator-7838593 - ,

[«

X

Single Sign On - n8n

25 integrator-7938593-admin.okta.com/admin/universaldirectory

n8n-integrator-7938593 - L X n8n-integrator-7938593 - | X Set up SAML | n8n Docs

A e V O New Chrome available :

@ Admin Console
+ [8 Directory @
a People

i

Groups
Devices

Profile Editor{\ﬂp

Directory Integrations

Profile Sources

704

Customizations

o]
00

Applications

o Identity Governance
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Profile Editor

Users Groups
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Search...

Filters

All

Okta

Apps
Directories

Identity Providers

® Help

© Create Okta User Type

Profile Type
User (default) Okta
okta
user
@ wossis Okta Workflows User Application Mappings
okta_flow_sso
B Wi Okta Workflows OAuth User Application Mappings
flow
© n8n OIDC User Application Mappings
oidc_client
© n8n SAML User Application Mappings
integrator7938593_n8nsaml_1
& n8n OIDC demo User Application Mappings

oidc_client_ocu757i

© n8n SAML demo Usgs\\l-jz Application Mapipings
integrator7938593_mwafamldemo_1
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¢ Back to profiles

@ Admin Console <
Profile Editor
+ [8 Directory ~
a People
l n8n SAML demo User 7 Edit @
Groups
Display name n8n SAML demo User
Devices
Description
Profile Editor
Variable name @ integrator7938593_n8nsamldemo_1

Directory Integrations

Profile Sources

Attributes

-0 2 =
&= Customizations v
88 Applications v [ _ ) _ A
+ Add Attrub@ #/ Mappings J
i
o Identity Governance v
Filters Display Name Variable Name Data type Attribute Type
All
INTEGRATOR FREE PLAN Base 01101110
01101111
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Add Attribute

Data type string

Display name @ n8n_instance_role

Variable name @ n8n_instance_role

Description

Enum Define enumerated list of values

Attribute length Between

Attribute required Yes

Attribute type Personal

© Group
Most attributes are personal. Only select Group if you

want to set the value of this attribute at a group level.

Save and Add Another Cancel
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Add Attribute

Data type string array

Display name @ n8n_projects

Variable name @ n8n_projects

Description

Enum Define enumerated list of values
Attribute required Yes

Attribute type Personal

© Group
Most attributes are personal. Only select Group if you

want to set the value of this attribute at a group level.

Group Priority @ Use Group Priority
© Combine values across groups

Save Save and Add Another Cancel
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< Back to profiles

) Admin Console <
PrOﬁle . 9 Attribute n8n_projects added
s [g Directory A
a People
- n8n SAML demo User / Edit @
Groups
Display name n8n SAML demo User
Devices
Description
Profile Editor
Variable name @ integrator7938593_n8nsamldemo_1

Directory Integrations

Profile Sources

Attributes

-° . -
&= Customizations v
88 Applications v . . N
+ Add Attribute Z Mappings J
o? Identity Governance v
STRARNS Display Name Variable Name Data type Attribute Type
All
n8n_instance_role n8n_instance_role string Custom 7 X
» INTEGRATOR FREE PLAN Base
; _ 3
Custom n8n_projects n8n_projects array Custom _ X
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> Admin Console <
i-" Help
2 (A Dashboard v GrOUpS
= Directory@ ~ All Rules
5
i)
People

Groups @ s & 4. Add grout

. Advanced search v
Devices -

Profile Editor Group source type All v Showing 7

Directory Integrations Group name People Applications

Profile Sources n8n owners 9 2

No description

-0 . .
& Customizations v
n8n members 9 2
G g No description
8o Applications v 5
n8n admins 9 .
0’6 ldantitv (Anvarnanca v

No description

Everyone 9 0
» INTEGRATOR FREE PLAN , -
All users in your organization
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Contact us stephen-n8n-projects 1 2
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- Admin Console ¢ < Back to Groups
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