
Setup SAML with Okta

This slide deck presents a step-by-step guide on how to configure SAML as Single 
Sign-On method in n8n using Okta as SSO provider.

Including (from slide 13):

● instance role provisioning from Okta
● project role provisioning from Okta

Use this slidedeck in conjunction with our docs:

https://docs.n8n.io/user-management/saml/setup/

https://docs.n8n.io/user-management/saml/setup/


Create new Okta app



Create new Okta app



Set App name



Set App name



SAML Settings



Configure Attributes



Configure Attributes (with docs)



Save SAML settings



Okta Support Feedback (optional)



SAML app created

Copy Metadata URL



Set Metadata URL in n8n

Paste Metadata URL



Enable Single Sign On



Automatic connection test before enabling



Single Sign-On with SAML should now work 🥳

Next chapter:
Configuring instance role and project role provisioning via SAML



Add user role provisioning attributes



Go to Profile Editor

This profile was automatically added when
we created the new app in the beginning



Edit user profile of created app



Add n8n_instance_role attribute



Add n8n_projects attribute



All attributes added



Add a new Group



Add a new Group



Assign your App to the Group



Assign your App to the Group



Assign your App to the Group

<project-id>:<project-role>
You can get the project-id
from the URL when viewing a project



App assigned to Group



Add People to Group



Add People to Group



Add People to Group



People in Group overview



Enable User Role Provisioning in n8n



Enable User Role Provisioning in n8n



Migrate your SSO instance and project access attributes



Enable User Role Provisioning in n8n



Done


